Secure Transport Scope
@ Pre-Secure Transport Plan

@ Working at the Originating Datacenter
Location

@ Network Equipment in Transit

@ Use Certified Secure Transport Drivers
and Personnel

@ Dedicated Point-to-Point Service by
Secure Transport

@ Follow Secure Transport Policies

@ Inspect Secure Transport Vehicles
@ Meets Inspection Requirements

@ Pass Law Enforcements Inspections
@ Track Secure Transport Vehicles

@ Secure Transport Liability Insurance

Why is TechR2 Certified?

@ Immediate access to data: Only
Technicians for 1S0 27001 or SOC
compliant companies are permitted to
immediately access critical data within a
data-bearing device

@ Compliance auditors first assess data
security - procedures and training.
TechR2 is respected in the ITAD industry

@ Large OEM's and government Agencies
require the highest level of scrutiny
when processing data

@ Certified IBM and Dell Service Provider

RECHRS

o«
227001

SERTIFIES

"A model for establishing,
implementing, operating,
monitoring, reviewing,
maintaining and improving
an information security
management system.”

TechR2 Secure Transport Solution

@ TechR2 has been decommissioning
datacenters for over twenty years. We
utilize a secure transport system with
company-owned vehicles and via 3rd
party services with full presence and
oversight by trained TechR2 technicians

@ TechR2 Secure Transport solution is
optimum for assuring that vulnerable
equipment and data reaches its
destination securely and in full
compliance

Products and Services Compliance
@ GDPR

@ HIPAA

@ HITECH

@ Sarbanes-Oxley Act

@ FairTrade and Credit Transaction Act
@ GRAMM:-Leach-Bliley Act

@ Payment Card Industry (PCI)

@ Meets the NIST 800-88 federal
guidelines for media sanitization
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TechR2 Products and Services

@ Patented Tear-A-Byte® solution for
tracking, containing and destroying data
bearing devices

@ Data eradication services that are NSA
compliant and environmentally friendly

@ Wiping Services using DoD 5220-22.M
three (3) pass overwrite plus a fourth
pass for verification

@ Secure Transport Services
@ Passive RFID IT Asset Tracking solution
@ Active Beacon IT Asset Tracking solution

@ [T Asset Retirement using the secure
techBOX™ solution

@ Custom Hardware and Software
Solutions

Data Security Services

@ Data Security Risk Assessments
for Datacenter and Enterprise

@ Data Security Training for your team
@ IT Asset Retirement Planning

@ Certificate of Destruction and reports
comply with the NIST SP800- 88 R1
guidelines

@ Quarterly Checkups with quantitative
summary and scorecard for each audit

@ Green Reports to show proper e-waste
disposal

Keith Kinnison Logistics Manager
KKinnison@techr2.com

Dave Riedl Technology Services Manager
DRied|@techr2.com
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